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« A web server (preferrably Apache)
Thomas Boutell's gd library version
1.6.3 or higher

Nagios-4.3.3
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OIE Yl MH|A ZHA| (SMTP, POP3, HTTP, TCP, PING )
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GNU General Public LicenseVer2
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F2FH ID : CVE-2016-8641
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F 4™ 49 : Nagiose= 22 Hot 45 FUTE €A, 24 SHX710| 25 E 4850 ek
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CHEWQt: 424 0|22 YGHO|E

I ZFE : https://security.gentoo.org/glsa/201702-26

Nagios Enterprise/ Nagios community

https://www.nagios.org
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1. OS
CentOS Linux release 7.3.1611 (Core) &4

2. AP 2X| &8 M
php-5.4.16-42.el7.x86_64
httpd-2.4.6-45.el7.centos.4.x86_64
gd-2.0.35-26.el7.x86_64
gd-devel-2.0.35-26.el7.x86_64
gcc-4.8.5-11.el7.x86_64
glibc-2.17-157.el7_3.5.x86_64
glibc-common-2.17-157.el7_3.5.x86_64
openssl-1.0.1e-60.el7.x86_64

perl-5.16.3-291.el7.x86_64
perl-devel-5.16.3-291.el7.x86_64

make-3.82-23.el7.x86_64

3. Nagios package
nagios-4.3.2
nagios-plugins-2.2.1
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Create Nagios user
Install Apache, PHP and other dependencies
Download Nagios package
Untar the Downloaded Nagios package
Compiling Nagios
Copy directory and change ownership
Reset nagiosadmin password
Start httpd and Nagios server
Open HTTP port for Nagios Dashboard access
Access the Nagios Dashboard
Access the Nagios Dashboard
Untar the Downloaded Nagios plugin
Compiling Nagios plugin
Open HTTP port for Nagios Dashboard access
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L /
- 4.1 Create Nagios user, nagcmd group /\N

 Nagios packageE M X|5t7| 22t nagios AHE AL & nagemd 152 44

- useradd nagios
- groupadd nagcmd

- usermod —a -G nagcmd nagios

root@localhost ~]# useradd nagios
root@localhost ~]# groupadd nagcmd

[
[
[root@localhost ~]# usermod -a -G nagcmd nagios
[root@localhost ~]# ||

(B2 B - O==Nlr
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4.2 Install Apache, PHP and other dependencies

nagios 2X|0f & Lot 1jj7|X|
gece 2AHMY A I 7| X, glibee 2H0[E 22| 2t T{7[X|, gd= 22 ® 2tH 7| X|

=
- yum install httpd php gd gd-devel gcc glibc glibc-common openssl perl perl-devel make

root@localhost ~]# yum install httpd php gd gd-devel gcc glibc glibc-common openssl perl perl-devel make
DB2053 Freeing read locks for locker @x76e: 13040/140035603855168

DB2053 Freeing read locks for locker ©x770: 13040/140035603855168

oaded plugins: fastestmirror, langpacks

oading mirror speeds from cached hostfile

* base: ftp.kaist.ac.kr

* extras: ftp.kaist.ac.kr

* updates: ftp.kaist.ac.kr

ackage gd-2.0.35-26.e17.x86_64 already installed and latest version

ackage 4:perl-5.16.3-291.el7.x86_64 already installed and latest version

ackage 1:make-3.82-23.el7.x86_64 already installed and latest version

esolving Dependencies

-> Running transaction check

--> Package gcc.x86_64 0:4.8.5-11.e17 will be installed

-> Processing Dependency: cpp = 4.8.5-11.el7 for package: gcc-4.8.5-11.el7.x86_64

-> Processing Dependency: glibc-devel >= 2.2.90-12 for package: gcc-4.8.5-11.el17.x86_64
-> Processing Dependency: libmpc.so.3()(64bit) for package: gcc-4.8.5-11.el7.x86_64

--> Package gd-devel.x86_64 ©:2.0.35-26.el17 will be installed

_8- O==Nlp
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- wget http://prdownloads.sourceforge.net/sourceforge/nagios/nagios-4.3.2.tar.gz

[root@localhost N]# uget hffpf_//prdnmn]nadcAcnur*rafnrg@npf_/cnur*rafnrgn_/nag'inc_/nngin:-d.%J‘far.gz

--2017-08-04 13:%1:41-- hffp'.//pr‘dnwn'lnadc cnnr\ra'Fnrgn nnf/cnnr\ra'Fnrgn./nag'inc./nnginc-d. 3.).tar gz

Resolving prdownloads. sourceforge.net (prdownloads.sourceforge.net)... 216.34.181.59

Connecting to prdownloads.sourceforge.net (prdownloads.sourceforge.net)|216.34.181.59]:80... connected.

HTTP request sent, awaiting response... 301 Moved Permanently

Location: http://dounloads.sourceforge.net/project/nagios/nagios-4.x/nagios-4.3.2/nagios-4.3.2.tar.gz [following]
--2017-08-04 13:51:41-- http://downloads. sourceforge.net/project/nagios/nagios-4.x/nagios-4.3.2/nagios-4.3.2.tar.gz
Resolving downloads.sourceforge.net (downloads.sourceforge.net)... 216.34.181.59

Connecting to downloads.sourceforge.net (downloads.sourceforge.net)|216.34.181.59]:80... connected.

HTTP request sent, awaiting response... 362 Found

Location: https://jaist.dl.sourceforge.net/project/nagios/nagios-4.x/nagios-4.3.2/nagios-4.3.2.tar.gz [following]
--2017-08-04 13:51:42-- https://jaist.dl.sourceforge.net/project/nagios/nagios-4.x/nagios-4.3.2/nagios-4.3.2.tar.gz
Resolving jaist.dl.sourceforge.net (jaist.dl.sourceforge.net)... 150.65.7.130, 2001:df0:2ed: feed: :feed

Connecting to jaist.dl.sourceforge.net (jaist.dl.sourceforge.net)|150.65.7.130|:443... connected.

HTTP request sent, awaiting response... 200 OK

Length: 11096863 (11M) [application/x-gzip]

Saving to: ‘nagios-4.3.2.tar.gz’

»] 11,096,863 4.57MB/s in 2.3s
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4.4 Untar the Downloaded Nagios package

CH2 2 E5F Nagios packageEs Y= Sl X

- tar —zxvf nagios-4.3.2.targz

[root@localhost ~]# tar -zxvf nagios-4.3.2.tar.gz

nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.
nagios-4.

3.
.2/ .gitignore
.2/Changelog
.2/INSTALLING
.2/LEGAL

.2/LICENSE
.2/Makefile.in
.2/README
.2/README.asciidoc
.2/THANKS
.2/UPGRADING
.2/base/
.2/base/.gitignore
.2/base/Makefile.in
.2/base/broker.c
.2/base/checks.c
.2/base/commands.c
.2/base/config.c
.2/base/events.c
.2/base/flapping.c

W Wwwwwwwwwuwwuwwwwwwww
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4.5 Compiling Nagios(1/2)

Nagios &4 A EE ALt

cd nagios-4.0.8

rot
rlo
oN
nx
ox
mjo
ot
-
rir

.Jconfigure --with-command-group=nagcmd (configure= 2~ATFA0]| CH
HHO{O|Ck M 2HE 0| X3 makefile2 M-dsil= nH°J0|Ct)
make all (makee 225 ALY St= HHOO|C})
make install (makeE Sl THE0{ T XLt 2 AX|St= HHOO|C})
[root@localhost nagios-4.3.2]# ./configure --with-command-group=nagemd
checking for a BSD-compatible inStall... JUSF/bin/install -¢

checking build system type... x86_64-pc-linux-gnu
checking host system type... x86_64-pc-linux-gnu

checking for gcc... gec

checking whether the C compiler works... yes
checking for C compiler default output file name...
checking for suffix of executables...

checking whether we are cross compiling... no
checking for suffix of object files... o

checking whether we are using the GNU C compiler... yes
checking whether gcc accepts -g... yes

a.out

[root@localhost nagios-4.3.2]# make all
cd ./base && make
make[1]: Entering directory " /root/nagios-4.3.2/base’

[root@localhost nagios-4.3.2]1# make install

cd ./base && make install

make[1]: Entering directory " /root/nagios-4.3.2/base’

make install-basic

make[2]: Entering directory °/root/nagios-4.3.2/base’

/usr/bin/install -c -m 775 -o nagios -g nagios -d /usr/local/nagios/bin
/usr/bin/install -c -m 774 -o nagios -g nagios nagios /usr/local/nagios/bin
/usr/bin/install -c -m 774 -o nagios -g nagios nagiostats /usr/local/nagios/bin
make[2]: Leaving directory " /root/nagios-4.3.2/base’

make strip-post-install

make[2]: Entering directory °/root/nagios-4.3.2/base’

/usr/bin/strip /usr/local/nagios/bin/nagios

/usr/bin/strip /usr/local/nagios/bin/nagiostats

make[2]: Leaving directory " /root/nagios-4.3.2/base’

gee -Wall -I.. -02 -DHAVE_CONFIG_H -DNSCORE -c -o nagios.o nagios.c

gee -Wall -I.. -02 -DHAVE_CONFIG_H -DNSCORE -c -o broker.o broker.c
gce -Wall -I.. -02 -DHAVE_CONFIG_H -DNSCORE -c -o nebmods.o nebmods.c
gce -Wall -I.. -02 -DHAVE_CONFIG_H -DNSCORE -c -o ../common/shared.o ../common/shared.d
gee -Wall -I.. -02 -DHAVE_CONFIG_H -DNSCORE -c¢ -o nerd.o nerd.c

gce -Wall -I.. -02 -DHAVE_CONFIG_H -DNSCORE -c -o query-handler.o query-handler.c

gce -Wall -I.. -02 -DHAVE_CONFIG_H -DNSCORE -c -o workers.o workers.c

gee -Wall -I.. -02 -DHAVE_CONFIG_H -DNSCORE -c -o checks.o checks.c

gce -Wall -I.. -02 -DHAVE_CONFIG_H -DNSCORE -c -o config.o config.c

make[1]: Leaving directory " /root/nagios-4.3.2/base’

1 Oer=NU=



make install-init -> /etc/initd O] SE &
make install-commandmode -> nagios2t= user?t 2™ O 7| A 0|2 2
!

make install-config -> /usr/local/nagios Off A¥It0| Ao &
_|

o g

make install-webconf -> /etc/httpd/conf.d/nagios.conf &4

[root@localhost nagios-4.3.2]# make install-init
Jusr/bin/install -c¢ -m 755 -d -o root -g root /etc/rc.d/init.d
Jusr/bin/install -c¢ -m 755 -0 root -g root daemon-init /etc/rc.d/init.d/nagios

**¥% Init script installed ***

[root@localhost nagios-4.3.2]# make install-config

Jusr/bin/install -c -m 775 -o nagios -g nagios -d /usr/local/nagios/etc

Jusr/bin/install -m 775 -o nagios -g nagios -d /usr/local/nagios/etc/objects

Jusr/bin/install -b 664 nagios -g nagios sample-config/nagios.cfg /usr/local/nagios/etc/nagios.cfg

Jusr/bin/install -b 664 nagios -g nagios sample-config/cgi.cfg /usr/local/nagios/etc/cgi.cfg

Jusr/bin/install -b 660 nagios -g nagios sample-config/resource.cfg /usr/local/nagios/etc/resource.cfg

Jusr/bin/install -b 664 nagios -g nagios sample-config/template-object/templates.cfg /usr/local/nagios/etc/objects/templates.cfg
Jusr/bin/install -b 664 nagios -g nagios sample-config/template-object/commands.cfg /usr/local/nagios/etc/objects/commands.cfg
Jusr/bin/install -b 664 nagios -g nagios sample-config/template-object/contacts.cfg /usr/local/nagios/etc/objects/contacts.cfg
Jusr/bin/install -b 664 nagios -g nagios sample-config/template-object/timeperiods.cfg /usr/local/nagios/etc/objects/timeperiods.cfg
Jusr/bin/install -b 664 nagios -g nagios sample-config/template-object/localhost.cfg /usr/local/nagios/etc/objects/localhost.cfg
Jusr/bin/install -b 664 nagios -g nagios sample-config/template-object/windows.cfg /usr/local/nagios/etc/objects/windows.cfg
Jusr/bin/install -b 664 nagios -g nagios sample-config/template-object/printer.cfg /usr/local/nagios/etc/objects/printer.cfg
Jusr/bin/install -b 664 nagios -g nagios sample-config/template-object/switch.cfg /usr/local/nagios/etc/objects/switch.cfg

**% Config files installed ***
Remember, these are *SAMPLE* config files. You'll need to read

the documentation for more information on how to actually define
services, hosts, etc. to fit your particular needs.

[root@localhost nagios-4.3.2]# make install-webconf

/usr/bin/install -c -m 644 sample-config/httpd.conf /etc/httpd/conf.d/nagios.conf
[root@localhost nagios-4.3.2]4 make install-commandmode if [ 8 -eq 1 ]; then \

Jusr/bin/install -c -m 775 -o nagios -g nagcmd -d /usr/local/nagios/var/rw 1n -s /etc/httpd/conf.d/nagios.conf /etc/apache2/sites-enabled/nagios.conf; \
chmod g+s /usr/local/nagios/var/rw fi

**% External command directory configured ***

8- O==Nlp
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4.6 Copy directory and change ownership

g
- eventhandlers directorE /usr/local/nagios/libexec/ directoryOf S A}

- cp -rvf contrib/eventhandlers/ /usr/local/nagios/libexec/

[root@localhost nagios-4.3.2]# cp -rvf contrib/eventhandlers/ /usr/local/nagios/libexec/

‘contrib/eventhandlers/’ -» ‘/usr/local/nagios/libexec/eventhandlers’

‘contrib/eventhandlers/disable active_service checks’ -» ‘/usr/local/nagios/libexec/eventhandlers/disable_active service_checks’
‘contrib/eventhandlers/enable_notifications’ -» ‘/usr/local/nagios/libexec/eventhandlers/enable_notifications’

‘contrib/eventhandlers/enable_active service checks’ -» “/usr/local/nagios/libexec/eventhandlers/enable active service checks’
‘contrib/eventhandlers/distributed-monitoring’ -» “/usr/local/nagios/libexec/eventhandlers/distributed-monitoring’
‘contrib/eventhandlers/distributed-monitoring/submit_check_result_via nsca’ -> ‘/usr/local/nagios/libexec/eventhandlers/distributed-monitoring/submit_check_result_via_nsca

2

‘contrib/eventhandlers/distributed-monitoring/obsessive_svc_handler’ -» ‘/usr/local/nagios/libexec/eventhandlers/distributed-monitoring/obsessive_svc_handler’
‘contrib/eventhandlers/submit_check_result’ -> ‘/usr/local/nagios/libexec/eventhandlers/submit_check_result’

‘contrib/eventhandlers/redundancy-scenariol’ -» ‘/usr/local/nagios/libexec/eventhandlers/redundancy-scenariol’
‘contrib/eventhandlers/redundancy-scenariol/handle-master-host-event’ -> ‘/usr/local/nagios/libexec/eventhandlers/redundancy-scenariol/handle-master-host-event’
‘contrib/eventhandlers/redundancy-scenariol/handle-master-proc-event’ -> ‘/usr/local/nagios/libexec/eventhandlers/redundancy-scenariol/handle-master-proc-event’
‘contrib/eventhandlers/disable_notifications’ -» ¢/usr/local/nagios/libexec/eventhandlers/disable notifications’

[root@localhost nagios-4.3.2]# D

« S ASH eventhandler directory2| 2FH B4

- chown —R Nagios:Nagios /usr/local/nagios/libexec/eventhandlers

[root@localhost nagios-4.3.2]# chown -R nagios:nagios /usr/local/nagios/libexec/eventhandlers

[root@localhost nagios-4.3.2]# |

(B2 813 - O==Nlr
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4.7 Reset nagiosadmin password

—
* Nagios Dashboard0f| 2101 i, At&Z password &=

- ID : nagiosadmin

- PW @ AFE XX

- htpasswd -c /usr/local/nagios/etc/htpasswd.users nagiosadmin

[root@localhost nagios-4.3.2]# htpasswd -c /usr/local/nagios/etc/htpasswd.users nagiosadmin
New password:
Re-type new password:

Adding password for user nagiosadmin
[root@localhost nagios-4.3.2]# I

(B2 -14- O==Nlr
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4.8 Start httpd and Nagios server

httpd & nagios MH|A A[ZZ|2X 2= AAMH 7L S22t JA0{0F &)

Systemctl start httpd.service

Systemctl enable Nagios.service

Systemctl start Nagios.service

Systemctl status httpd.service -> (Atcive : active (running) & Ef B AMH|A A|ZH0| 45 0|C})

Systemct| status Nagios.service -> (Atcive : active (running) & ENH AMH|A A|Z0] HSO|LCt)

[root@localhost nagios-4.3.2]# systemctl start httpd.service
[root@localhost nagios-4.3.2]# systemctl enable nagios.service
nagios.service is not a native service, redirecting to /sbin/chkconfig.
Executing /sbin/chkconfig nagios_on

[root@localhost nagios-4.3.2]# systemctl start nagios.service
[root@localhost nagios-4.3.2]# ||

[root@localhost nagios-4.3.2]# systemctl status httpd.service
e httpd.service - The Apache H1IP Server

Loaded: loaded (/usr/lib/systemd/system/httpd.service; disabled; vendor preset: disabled)

Active: active (running) since Fri 2017-08-04 14:03:55 KST; 1min 26s ago

Docs: man:httpd(3s)
man:apachectl1(8)

Main PID: 16631 (httpd)

Status: "Total requests: ©; Current requests/sec: ©; Current traffic: © B/sec"

CGroup: /system.

16631
16636
16637
16638
16639
16640

slice/httpd.service

/usr/sbin/httpd -DFOREGROUND
/usr/sbin/httpd -DFOREGROUND
/usr/sbin/httpd -DFOREGROUND
/usr/sbin/httpd -DFOREGROUND
/usr/sbin/httpd -DFOREGROUND
/usr/sbin/httpd -DFOREGROUND

Aug ©4 14:03:55 localhost.localdomain systemd[1]: Starting The Apache HTTP Server...

Aug ©4 14:03:55 localhost.localdomain httpd[16631]: AHE©558: httpd: Could not reliably determine the server's fully qualified domain name,
Aug ©4 14:03:55 localhost.localdomain systemd[1]: Started The Apache HTTP Server.

Hint: Some lines were ellipsized. use -1 to show in full,

[root@localhost nagios-4.3.2]# systemctl status nagios.service

e nagios.service -

LSB: Starts and stops the Nagios monitoring server

Loaded: loaded (/etc/rc.d/init.d/nagios; bad; vendor preset: disabled)
Active:| active (running) since Fri 2017-08-04 14:04:52 KST; 37s ago
Docs: man:systemd-sysv-generator(8)
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4.9 Open HTTP port for Nagios Dashboard access

—
- Nagios dashboargE ®25}7| /8t http port E7|
- firewall-cmd --zone=public --add-port=80/tcp --permanent

- firewall-cmd --reload

[root@localhost nagios-4.3.2]#| firewall-cmd --zone=public --add-port=86/tcp --permanent

success
[root@localhost nagios-4.3.2]# firewall-cmd --reload

success
[root@localhost nagios-4.3.2]# }

O=2=nlp
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- 4.10 Access the NagiosDashboard(1/2)
- MHO| Ip FAE AFESIO] Nagios dashboard0l &2

- http://192.168.248.101(Server IP address)/Nagios

HTTP authentication Required Box 4

- Username : nagiosadmin

- PaSSWOrd : Al-%xl-jl- Xlxo-l-él-_l. password Nagios Core on 192.168.248.101 - Mozilla Firefox - a x

N Nagios Core on 192.... X | %

€) D 192168248101

| ©) Connecting... *.\1' ,_qagi°5° Nagios'@)

¢ [oareeamioriage] % ] [Q search (B U | e Core’

Home v o .
Documentation Daemon running with PID 16787

wBe 9 3§ #

Current Status

Tactical Overview Nagios® Core™
Map  (Legac .

e Regn) Version 4.3.2
Services May 09, 2017

Huftclmlps Check for updates
Summary

Grid

Service Groups
Summary
Authentication Required Grid
Problems

Satktag
Senices

Easy Configuration
Advanced Reporting

Real-time netflow and
bandwidth analysis

Monitor and analyze
logs from anywhere

A username and password are being requested by http://192.168.248.101. The site says: "Nagios (Unhandled)
A N Hosts (Unhandled) i
ccess Network Outages Download
Quick Search:
o Ty = e
User Name: | nagiosadmin I
Get Started Quick Links = Nagios Core: Versio
. T o Start monito c o Nagios Library (tutorials and docs) % &
Password:  eeee epor. — o Change o lla bs (development blog) 3
?Va"?h"m;l. " ® Extend Nag ons | | & Na change (plugins and addons) NAGIOS. p =
rends . (Legacy]  Get support o la It (tech support) )
Cancel Alerts  Get training o Na m (company) CORE + JDUCT TOUR E
T 2 Version 4
History o Get certified o lla (project) &

Summary
Histogram (Legacy)
Notifications
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4.10 Access the NagiosDashboard(2/2)
-
« 23 ALO|E HIO|| A ‘services’ 2 A& = =6t Nagios dashboardOf| A MH[A L= 240l

| [
Plugin2 MX|SHX| 2O M critical 2 E|0f L1} Z00] 210 BEA|7}EE7| Lf20f HEEA| M X|

Nagios Core on 192.168.248.101 - Mozilla Firefox - o x

N Nagios Coreon 192.... % | &
€ ) () 192.168.248.101/nag @ ||Q search W B 4+ H =
N - ® Current Network Status Host Status Totals Service Status Totals

a g l 05 baz‘t Upddated: Fs;iUAUQ 4 3(;9128100 KST 2017 Up Down Unreachable Pending Ok Warning Unknown Critical Pending
— pelated every 90 seconds
Magios® Core™ 4 3.2 - www.nagios org | 1 ” 0 ” 0 | |° ” 0 ” 0 ” 8 ” 0

General Logged in as nagiosadmin All Problems All Types All Probiems All Types

Home 1

~ Wiew History For all hosts
Documentation View Motifications For All Hosts
Wiew Host Status Detall For All Hosts
Current Status

: : Service Status Details For All Hosts
Tactical Overview

Map (Legacy)
Limit Resuts: | 100

Host #%  Service #% |Staws ##[ LastCheck #%  Duration *# Attempt + 3 Stats Information
A - (Mo output on stdout) stderr: execvp(lusrilocalinagios/libexec
gt{i?mall‘ localhost  Current Load CRITICAL  §08-04-2017 19:25:29 0d 5h 12m 31s 3/4 fcheck_load, ) failed. ermo is 2: o such file o directory
- X Current e i (Mo output on stdout) stderr: execvp(lusrilocalinagios/libexec
Service Groups Users CRITICAL ™ § 06-04-2017 19:26:07 0d 5h 1Im 535 314 lcheck_users, ) failed. errno is 2: Mo such file or directory
summary T (Mo output on stdout) stderr: execvp(lusrilocalinapios/ibexec
Grid AU @ BN 0°-04-2017 19.26:44 0 Sh 11m 163 | 34 feheck_hittp, ...) failed. errna is 2: Mo such file or directory
Problems i e (Mo output on stdot) stderr: execvp(lusrilocalinagioslibexec
Senices LI GRS OB abs et | i o ef 15 ) fcheck_ping, ...) failed. errno is 2: Mo such file or directory
Unhandled o - ey (Mo output on stdout) stderr: execvp(iusrilocal/nagiosllibexec
I(—|UStS (Unhgmclleclj [T [T GRS e o = fcheck_clisk, ...) failed. errno is 2: Mo such file or directory
. e A R (Mo output on stdout) stderr: execvp(lusrilocainagiosllibexec
Metwork Outages =l @ AL (LIS AR 0] i o R [ fcheck_ssh, ...} failed. errno is 2: Mo such file or directory
Quick Search: o (Mo output on stdout) stderr: execvp(fusrilocalinagiosliibexec
S Rz D e I e e = fcheck_swap, ...) failed. errno is 2: No such file or directory
Tatal e g (Mo output on stdout) stderr: execvp(lusrilocalinagios/libexec
Processes CRITICAL 08-04-2017 19:24:52 0d 5h 13m8s 214 Icheck_procs, ...) falled. errno is 2: Mo such file or directory
Reports
Availability Resuits 1 - 8 of 8 Maiching Services
Trends ([Legacy)
Alerts
History
Summary

192.168.248,101/nagios/cgi-bin/status.cgi?host=all
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4.11 Download Nagios plugin

http:// www.nagios-plugins.org®|A] Nagios pluging CH22E

S £|Al package= nagios-plugins-2.0.3 O|CL.

wget http://www.nagios-plugins.org/download/nagios-plugins-2.0.3.tar.gz

[root@localhost ~]# wget http://www.nagios-plugins.org/download/nagios-plugins-2.2.1.tar.gz
--2017-08-04 19:32:46-- NTTp://WwW.naglos-pLUgins.org/aownload/naglos-pLugins-2.2.1.tar.gz
Resolving www.nagios-plugins.org (www.nagios-plugins.org)... 72.14.186.43

Connecting to www.nagios-plugins.org (www.nagios-plugins.org)|72.14.186.43|:80... connected.

HTTP request sent, awaiting response... 301 Moved Permanently

Location: http://nagios-plugins.org/download/nagios-plugins-2.2.1.tar.gz [following]
--2017-08-04 19:32:41-- http://nagios-plugins.org/download/nagios-plugins-2.2.1.tar.gz
Resolving nagios-plugins.org (nagios-plugins.org)... 72.14.186.43

Reusing existing connection to www.nagios-plugins.org:8e.
HTTP request sent, awaiting response... 200 OK

Length: 2728818 (2.6M) [application/x-gzip]

Saving to: ‘nagios-plugins-2.2.1.tar.gz’

2017-08-04 19:32:53 (231 KB/s) - ‘nagios-plugins-2.2.1.tar.gz’ saved [2728818/2728818]

»] 2,728,818

302kB/s in 12s

-19-
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CH2 2 E5F Nagios pluging 23 oAl

- tar —zxvf nagios-plugins-2.2.1.tar.gz

[root@localhost ~]# tar -zxvf nagios-plugins-2.2.1.tar.gz

nagios-plugins-2.
nagios-plugins-2.2
nagios-plugins-2.2
nagios-plugins-2.2
nagios-plugins-2.2
nagios-plugins-2.2
nagios-plugins-2.2
nagios-plugins-2.2
nagios-plugins-2.2
nagios-plugins-2.2
nagios-plugins-2.2
nagios-plugins-2.2
nagios-plugins-2.2
nagios-plugins-2.2
nagios-plugins-2.2
nagios-plugins-2.2
L2,
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

nagios-plugins-2

nagios-plugins-2.
nagios-plugins-2.
nagios-plugins-2.
nagios-plugins-2.
nagios-plugins-2.
nagios-plugins-2.
nagios-plugins-2.
nagios-plugins-2.
nagios-plugins-2.
nagios-plugins-2.
nagios-plugins-2.
nagios-plugins-2.

nagios-plugins-2.
nagios-plugins-2.
nagios-plugins-2.
nagios-plugins-2.

2.

1/

.1/perlmods/
.1/perlmods/Config-Tiny-2.14.tar.gz
.1/perlmods/parent-0.226.tar.gz
.1/perlmods/Test-Simple-8.98.tar.gz
.1/perlmods/Makefile.in
.1/perlmods/version-08.9983.tar.gz
.1/perlmods/Makefile.am
.1/perlmods/Module-Runtime-0.013.tar.gz
.1/perlmods/Module-Metadata-1.000014.tar.gz
.1/perlmods/Params-Validate-1.08.tar.gz
.1/perlmods/Class-Accessor-e.34.tar.gz
.1/perlmods/Try-Tiny-©.18.tar.gz
.1/perlmods/Module-Implementation-@.87.tar.gz
.1/perlmods/Makefile
.1/perlmods/Perl-0SType-1.003.tar.gz

1/perlmods/install_order

.1/perlmods/Nagios-Plugin-@.36.tar.gz
.1/perlmods/Math-Calc-Units-1.87.tar.gz
.1/perlmods/Module-Build-©.4€07.tar.gz
.1/ABOUT-NLS

.1/configure.ac

.1/Makefile.in

.1/config.h.in

.1/ChangelLog

.1/AUTHORS

.1/1ib/

.1/1ib/parse_ini.h

.1/1ib/extra_opts.c

.1/1ib/Makefile.in

.1/1ib/utils_cmd.h

.1/1ib/utils_tcp.h

.1/1ib/Makefile.am

Or=Nlm
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4.13 Compiling Nagios plugin

+ Nagios 22 FEE At

cd Nagios-plugins-2.2.1
./configure —with-command-user=nagios --with-command-group=nagcmd (configureE A ATIFAO

CHot 2t 3 8™ 2 = BEOO|CH A 2HE 0| 3 makefile2 d-ddl|== & O|LCt)
- make all (make= 225 ALY o= HHO{O|LC})
- make install (makeE Sdlf 2t=0{2 EX[otY S A X|ot= BHOO|C})

[root@localhost ~]# cd nagios-plugins-2.2.1/
[root@localhost nagios-plugins-2.2.1]# ./configure --with-nagios-user=nagios --with-nagios-group=nagcmd

[root@localhost nagios-plugins-2.2.1]# make

[root@localhost nagios-plugins-2.2.1]# make install
Making install in gl
make[1]: Entering directory " /root/nagios-plugins-2.2.1/gl’
make install-recursive
make[2]: Entering directory " /root/nagios-plugins-2.2.1/gl'
make[3]: Entering directory " /root/nagios-plugins-2.2.1/gl’'
make[4]: Entering directory " /root/nagios-plugins-2.2.1/gl’
if test yes = no; then \
case 'linux-gnu' in \
darwin[56]*) \
need_charset_alias=true ;; \
darwin* | cygwin* | mingw* | pw32* | cegcc*) \
need_charset_alias=false ;; \
need_charset_alias=true ;; \
esac ; \
else \
need_charset_alias=false ; \

O=2=nlp
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4.14 Open HTTP port for Nagios Dashboard access

« plugin 2X| 0|2 M HH Al R 2 20 Status/t OK= HAE AS 240

Nagios Core on 192.168.248.101 - Mozilla Firefox - o x
N Nagios Core on 192.... % | %
(€ ) ®192.168.248.101/nagios/ @ ||Q search | % B8 ¥y A =
N — ® Current Network Status Host Status Totals Service Status Totals
a g 'os Last Updated: Fri Aug 4 19:44:15 KST 2017 Up Down Unreachable Pending Ok Warning Unknown Critical Pending
—— Updated every 90 seconds ] lI” 0 ” 0 I 1 ” 0 ” 0 ” 0 I
Nagios® Core™ 4.3.2 - www.nagios.org
General Logged in as nagiosadmin All Problems All Types All Problems All Types
Home " View History For all hosts
Documentation View Notifications For All Hosts
View Host Status Detail For All Hosts
Current Status A .
: : Service Status Details For All Hosts
Tactical Overview
Map  (Legacy)
Limit Resutts: | 100 ¥
D Host*% Service *%  [IStatus *#[LastCheck *%  Duration *% Antempt *#f Status Information
Summary localhost Current Load 08-04-2017 19:40:29 0dOh3m46s 14 OK - load average: 0.63, 0.39, 0.20
Grid Current Users 08-04-2017 19:41:07 0d Oh 3m 8s 4 USERS OK - 4 users currently logged in
Service Groups q e HTTP WARNING: HTTP/1.1 403 Forbidden - 5179 bytes in
Sinia HTTP 08-04-2017 19:42:44 0dOh2m3ls 414 0000 s2cand Tesnarad i
Grid PING 08-04-2017 19:42:22 0dOh Im53s 14 PING OK - Packet loss = 0%, RTA = 0.13 ms
Pmsble'_ns Root Partition 08-04-2017 19:42:59 0d Oh 1Im 16s 14 DISK OK - free space: / 34885 MB (87.13% inode=95%):
enices .
(Unhandied) SSH X 08-04-2017 19:43:37 0dOh5m38s V4 SSH OK - OpenSSH_6.6.1 (protocol 2.0)
Hosts (Unhandled) Swap Usage 08-04-2017 19:39:14 0d Oh 5m 1s va SWAP OK - 100% free (8191 MB out of 8191 MB)
MNetwork Outages Total
Quick Search: o 08-04-2017 19:39552 0dOh4m23s 14 PROCS OK: 53 processes with STATE = RSZDT
Results 1 - 8 of 8 Matching Services
Reports ~
Availability S
Trends (Legacy) Q
Alerts )
History [-¥
Summary
Histogram (Legacy)
Notifications
s Firefox automatically sends some data to Mozilla so that we can improve your experience. ‘Qhoose What | Share *

O==nlr
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5.1 Log file

5.1 Status file

5.1 Config file

5.1 Nagios test scheduling
5.1 Tactical Overview

5.1 Alert History

5.1 Process Info

5.1 Performance Info

5.1 Scheduling Queue
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/var/archives/nagios-.log2| @Al 2 X Z

[root@localhost ~]# cat /usr/local/nagios/var/nagios.log

[1501824368]
[1501824368]
[1501824368]
[1501824368]
[1501824368]
[1501824368]
[1501824368]
[1501824368]
[1501824368]
[1501824368]
[1501824368]
[1501824368]
[1501824368]
[1501824368]
[1501824369]
[1501824480]
ponse time

[1501824540]
ponse time

[1501824600]
ponse time

[1501824660]
ponse time

Nagios 4.3.2 starting... (PID=4945)
Local time is Fri Aug @4 14:26:08 KST 2017
LOG VERSION: 2.8

gh: Socket '/usr/local/nagios/var/rw/nagios.gh' successfully initialized

gh: core query handler registered

nerd: Channel hostchecks registered successfully
nerd: Channel servicechecks registered successfully
nerd: Channel opathchecks registered successfully
nerd: Fully initialized and ready to rock!

wproc: Successfully registered manager as @wproc with query handler

wproc: Registry request: name=Core Worker 4956;pid=495@
wproc: Registry request: name=Core Worker 4947;pid=4947
wproc: Registry request: name=Core Worker 4948;pid=4948
wproc: Registry request: name=Core Worker 4949;pid=4949
Successfully launched command file worker with pid 4955

SERVICE ALERT: localhost;HTTP;WARNING;SOFT;1;HTTP WARNING:
SERVICE ALERT: localhost;HTTP;WARNING;SOFT;2;HTTP WARNING:
SERVICE ALERT: localhost;HTTP;WARNING;SOFT;3;HTTP WARNING:

SERVICE ALERT: localhost;HTTP;WARNING;HARD;4;HTTP WARNING:

HTTP/1.1 403 Forbidden
HTTP/1.1 483 Forbidden
HTTP/1.1 403 Forbidden

HTTP/1.1 403 Forbidden

=
* Log file (/usr/IocaI/nagios/var/nagios.Iog)
® nagios’| BFE= main log file2 nagios?t 2 2 MFH T= 2 W7HX e 2= & ¢
® nagios web interface®|A O] IS O|&3}0] alerts history, notifications, Event log
oI}
AN

5179 bytes i
5179 bytes i
5179 bytes i

5179 bytes i

g 7|=23iC}
sHoIgt 4

second

second

second

second

-24-
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5.2 Status file

-
« Status file (/usr/local/nagios/var/status.dat)
® Nagios/t =& W7HX| A} HEf, comment, 0| T2 A7t B2 S22 M&SH| sl 40| mAOICE

@ CGI7t 8 AHEO|AS Soff oiXl 2L EHTE SES +=8ot=0 Ar&StCt.

—

@ ZRvtYHE HE0|M AHESHE HOIH LY = AREALZE ¥o|2 o3 ¢t =Tt

[root@localhost ~]# cat Jusr/local/nagios/var/status.dat
HERHFF IR rrrrrrrrrrrrrrrrrTITTOT

## NAGIOS STATUS FILE

#

# THIS FILE IS AUTOMATICALLY GENERATED

# BY NAGIOS. DO NOT MODIFY THIS FILE!

HERFHF TS

info {
created=1501825188
version=4.3.2
last_update_check=1581824369
update_available=©6
last_version=4.3.2
new_version=4.3.2

}

programstatus {
modified_host_attributes=©
modified_service_attributes=©
nagios_pid=4945
daemon_mode=1
program_start=1581824368
last_log_rotation=©
enable_notifications=1
active_serwvice_checks_enabled=1
passive_service_checks_enabled=1
active_host_checks_enabled=1
passive_host_checks_enabled=1
enable_event_handlers=1
obsess_over_services=@
obsess_over_hosts=86
check_service_freshness=1

®5 -25- Or=Nlm



« Config file (/usr/local/nagios/etc/nagios.cfq)

® nagios2| M|l configtY 2 nagios?t B2t 24F config K|, 2 U5 NE & +
ort
AN

[root@localhost ~]# vi /usr/local/nagios/etc/nagios.cfg

m#############################################################################

NAGIOS.CFG - Sample Main Config File for Nagios 4.3.2

Read the documentation for more information on this configuration
file. I've provided some comments here, but things may not be so
clear without further explanation.

oW W R W W

HEGHERFHE AR H B HH R H BB HH A B R BB R B HH BB HE R HE R BB R H BB HH B R HHE R HHBHH BB

LOG FILE

This 1s the main log file where service and host events are logged
for historical purposes. This should be the first option specified
in the config file!!!

log_file=/usr/local/nagios/var/nagios.log

OBJECT CONFIGURATION FILE(S)

These are the object configuration files in which you define hosts,
host groups, contacts, contact groups, services, etc.

You can split your object definitions across several config files

if you wish (as shown below), or keep them all in a single config file.

# You can specify individual object config files as shown below:
cfg_file=/usr/local/nagios/etc/objects/commands.cfg
cfg_file=/usr/local/nagios/etc/objects/contacts.cfg
cfg_file=/usr/local/nagios/etc/objects/timeperiods.cfg

Or=Nlm



Nagios test scheduling

@ X config IS 7|2tSZ 0f & / HE check scheduling & 7|Ef
C

@ /usr/local/nagios/bin/nagios -s /usr/local/nagios/etc/nagios.cfg
HOST SCHEDULING INFORMATION
[root@localhost bin]i# ./nagios -s ../etc/nagios.cfg
Total hosts:
Nagios Core 4.3.2 Total scheduled hosts:
Copyright (c) 2009-present Nagios Core Development Team and Community Contributors Host inter-check delay method: SMART
Copyright (c) 1999-2009 Ethan Galstad Average host check interwval: 300.080 sec
Last Modified: 2017-05-09 Host inter-check delay: 300.00 sec
License: GPL Max host check spread: 3@ min
First scheduled check: Fri Aug 4 15:11:36 2017

Website: https://www.nagios.org Last scheduled check: Fri Aug 4 15:11:36 2017
Timing information on object configuration processing is listed

below. You can use this information to see if precaching your

object configuration would be useful. SERVICE SCHEDULING TNFORMATTON

Object Config Source: Config files (uncached) Total services:

Total scheduled services:

Service inter-check delay method: SMART
0.008970 Average service check interval: 300.00 sec

Resolve: 0.000022 Inter-check delay: 37.50 sec

CONFIG PROCESSING TIMES (* = Potential for precache savings with -u opt

Recomb Contactgroups: ©.000008 Interleave factor method: SMART
Recomb Hostgroups: 0_000083 Average services per host: 8.00
Dup Services: 0.000018 Service interleave factor: 8
Recomb Servicegroups: ©.0008881 Max service check spread: 38 min
Duplicate: @.00eee2 First scheduled check: Fri Aug 4 15:12:13 2017
Inherit: @.00ee01 Last scheduled check: Fri Aug 4 15:16:36 2017
Register: 0.900038
Free: ©.0008013
CHECK PROCESSING INFORMATION
TOTAL: 8.8e10876 * = 9.000014 sec (1.28%) estimated savings
Average check execution time: 2.00s (pessimistic guesstimate)
Estimated concurrent checks: 1 (1.00@ per cpu core)

information on configuration wverification is listed below. Max concurrent service checks - Unlimited

VERIFICATION TIMES
Object Relationships: ©0.808009 sec PERFORMANCE SUGGESTIONS

Circular Paths: 0.000801 sec i .
Misc - 0.000269 sec I have no suggestions - things look okay.
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5.5 Tactical Overview

o

« Tactical Overview

)
Cf

S i o] K=} H} O 01|AI- NG i al ||—IE MHE 2 A O]
AXN config LY S 7|Hto 2 Of| & / HE check scheduling ! 7|E} TGt HEE = =
N Nagios Core on 192.16¢ X \
€ C | ® 192168.248.101/nagios/ ? ¥ i
oo sweig cassandra @3 CHRE!
H ® Tactical Monitoring Overview v
N a 9 .os Last Updated: Fri Aug 4 16:10:25 KST 2017 l Momto"n‘g Performance l
— Updated every 90 seconds ’ Service Check Execution Time: 0.00/4.00/0510 sec
e {“39";%@“0:5’: ‘}6;2  nagiosion Service Check Latency: 0.00/0.00/0.001 sec
oggedt g Host Check Execution Time:  4.01/4.01/4.009 sec
Home = Host Check Latency: 0.00/0.00/0.001 sec
Documentation # Active Host / Service Checks:  1/8
Current Status (#:::::;\le Host/ Service 0/0
:05‘_5 Network Outages | Network Health J
ervices
Host Groups 0 Outages Host Health: E
Summary
Grid Service Health: E
Service Groups
Summary
Grid | Hosts
Pr%‘:rev?;:s (Unhandled) 0 Down 0 Unreachable 1Up 0 Pending
Hosts (Unhandied)
Network Qutages
Quick Search:
Iﬁ | Services
: 0 Critical 1 Warning 0 Unknown 7 Ok 0 Pending
s [
Availability
Trends (Legacy)
Alerts [ Monitoring Features \
g:fr:'?rrnyary Flap Detection Notifications Event Handlers Active Checks Passive Checks
1 HE ©E B2
Notifications
Event Log [All'Hosts Enabled | [AllHosts Enabled | [All Hosts Enabled | [AllHosts Enabled |
System !
L_Comments

O=2=NUm
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5.6 Alert History

« Alert History

@ X config T2 7|82 0f&f / HE check scheduling & 7|Ef Rt HEE & =

- - AN
= =)
N Nagios Core on 192.16: X
¢ C | O 192.168.248.101/nagios/ f % i
TR SweE cassandra @) CHRE!
H ® Alert History All Hosts and Services State type options:
a g ' o s Last Updated: Fri Aug 4 16:12:28 KST 2017 TRl Shata e aae v |
— Nagios® Core™ 4.3.2 - vwv.nagios.org Al state types ¥ |
P Logged in as nagiosadmin AL'al:_St Log File Navigation History detail level for all hosts:
neral chive Fri Aug 4 00:00: 17 e = |
Home View Status Detail For All Hosts g 00‘0'2'00 KST20 |Allalerts v
View Notifications For All Hosts @ Hi .
Documentation Present.. Hide Flapping Alerts
I Hide Downtime Alerts
Current Status File: /usr/local/nagios/var/nagios.log L Hide Process Messages
::::"a'(l‘_’::a"é:w ) Older Entries First
Hosts Update
Services
Host Groups
Summayy 8 04, 2017 15:00
Grid
Service Groups , . o ) . ~
Summary . [08-04-2017 15:45:59] Lockiile '/usriiocal/nagios/varinagios.lock’ looks like its already held by another instance of Nagios (PID 4945). Bailing out...
Grid . [08-04-2017 15:07:45] Lockiile ‘/usriocal/nagios/var/nagios.lock’ looks like its already held by another instance of Nagios (PID 4945). Bailing out...
Problems
Services (Unhandled) g
Hosts (Unhandled) 82 04, 2017 14:00
Network Outages
Quick Search: [D [08-04-2017 14:31:00] SERVICE ALERT: localhost HTTP;WARNING;HARD;4;HTTP WARNING: HTTP/1.1 403 Forbidden - 5179 bytes in 0.006 second response time
—_— []] [08-04-2017 14:30:00] SERVICE ALERT: localhost HTTP;WARNING;SOFT.3;HTTP WARNING: HTTP/1.1 403 Forbidden - 5179 bytes in 0.003 second response time
‘7‘ [I] [08-04-2017 14:29:00] SERVICE ALERT: localhost; HTTP;WARNING;SOFT.2;HTTP WARNING: HTTP/1.1 403 Forbidden - 5179 bytes in 0.001 second response time
[I] [08-04-2017 14:28:00] SERVICE ALERT: localhost; HTTP;WARNING;SOFT.1;HTTP WARNING: HTTP/1.1 403 Forbidden - 5179 bytes in 0.002 second response time
Reports . [08-04-2017 14:26:08] Nagios 4.3.2 starting... (PID=4945)
Availability
Trends  (Legac
Histogram (Legacy)

A g Oa=nbe
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5.6 Process Info
B

 Process Info

® AN config LS 7|H2 2 Of|ef / #E check scheduling & 7[EF RIEt HEE = =
Ct

N Nagios Core on 192.16° X

Documentation
Current Status

Tactical Overview
Map (Legacy)
Hosts
Services
Host Groups
Summary
Grid
Service Groups
Summary
Grid
Problems
Services (Unhandied)
Hosts (Unhandled)
Network Outages
Quick Search:

L |

Reports
Availability
Trends (Legacy)
Alerts
History
Summary

Histogram (Legacy)
Notifications
Event Log
System

Comments

I Process Infol

Process Information

Program Version:

Program Start Time:

Total Running Time:

Last Log File Rotation:

Nagios PID

Notifications Enabled?

Service Checks Being Executed?
Passive Service Checks Being
Accepted?

Host Checks Being Executed?
Passive Host Checks Being Accepted?
Event Handlers Enabled?

Obsessing Over Services?
Obsessing Over Hosts?

Flap Detection Enabled?
Performance Data Being Processed?

432

08-04-2017 14:26:08
Od 1h 40m 24s

N/A

4945

Yes

< C | ® 192.168.248.101/nagios/ T
R sws gk cassandra @§p Cr=2EU
= = Nagios Process Information
a 9 ' o s Last Updated: Fri Aug 4 16:06:32 KST 2017
— Updated every 90 seconds
Nagios® Core™ 4.3.2 - www.nagios.org
General Logged in as nagiocsadmin
Home

(XLAXXX XX XHEE

Process Commands

Shutdown the Nagios process
Restart the Nagios process

Disable notifications

Stop executing service checks

Stop accepting passive service checks
Stop executing host checks

Stop accepting passive host checks
Disable event handlers

Start obsessing over services

Start obsessing over hosts

Disable flap detection

Enable performance data

O=2=NUm
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5.8 Performance Info

-

« Performance Info

® X config IUS 7|Ete= 0o / T check scheduling & 7|Ef Tt HEE 2 = U
Cl

= =
N Nagios Core on 192.167 x
C | ® 192.168.248.101/nagios/
sweg cassandra @9 CH2E0
S - Performance Information
a 9 l o s Last Updated: Fri Aug 4 16:09:28 KST 2017
— Updated every 90 seconds
Nagios® Core™ 4.3.2 - www.nagios. org
General Logged in as nagiosadmin
Home
Bocumentation Program-Wide Performance Information
Current Status Time Frame Services Checked  Metric Min. Max. Average
Tactical Overview <=1 minute: 2 (25.0%) Check Execution
Map  (Legacy) <= 5 minutes: 8 (100.0%) Time: 9.00 sec 400:s6c 0 >TEsec
Hosts Services Actively Checked: 15 minutes: 8 (100.0%) Check Latency: 0.00 sec 0.00 sec 0.001 sec
Services <=1 hour: 8 (100.0%) Percent State Change: 0.00% 3.75% 0.47%
Host Groups Since program 8 (100.0%
Summary start: ¢ -0%)
Grid Time Frame Services Checked Metric Min. Max. Average
Service Groups <= 1 minute: 0 (0.0%) Percent State 0.00% 0.00% 0.00%
SUrOIaky 5 minutes: 0 (0.0%) Change: Sl et
Grid Services Passively Checked: <= 15 minutes: 0 (0.0%)
Peoblams = 1 hour: 0 (0.0%
Services (Unhandled) 5 2 (0.0%)
Hosts (Unhandied) Since program 0 (0.0%)
Network Outages start:
Quick Search: Time Frame Hosts Checked Metric Min. Max. Average
- 1 minute: 0 (0.0%) Check Execution
| Eninates 1 (100 0%) Time- 4.01 sec 4.01 sec 4.009 sec
Hosts Actively Checked: 15 minutes: 1 (100.0%) Check Latency: 0.00 sec 0.00 sec 0.001 sec
Reports <= 1 hour: 1 (100.0%) Percent State Change: 0.00% 0.00% 0.00%
Availability s‘i;‘;_e progeanm 1 (100.0%)
Trends (Legacy) S =
Alerts Time Frame Hosts Checked Metric Min. Max. Average
History <=1 minute: 0 (0.0%) Percent State
0.00% 0.00% 0.00%
Summary <= 5 minutes: 0 (0.0%) Change: o = <
Histogram (Legacy) Hosts Passively Checked: 15 minutes: 0 (0.0%)
Notifications <=1 hour: 0 (0.0%)
Event Lo i
g :g\:_:te program 0 (0.0%)
Svstem Type Last1 Min Last5 Min Last 15 Min
Comments Active Sct Host Ci [ 1 3
Downtime Active On-Demand Host Checks o 1 3
Parallel Host Checks o 1 3
Serial Host Checks o o o]
Cached Host Checks o 1 3
Configuration Check Statistics: Passive Host Checks o o o
Active Scheduled Service Checks 1 8 24
Active On-Demand Service o o o
Checks
Cached Service Checks o o o
Passive Service Checks o (o} o
External Commands o o o
Type In Use Max Used Total Available
Buffer Usage: External o ) o
Commands
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5.9 Scheduling Queue

o

» Scheduling Queue

S oS J|HIO 2 Of At X} |E} X =2 82 A
(7] I_:IXH COﬂfIg J-LI'EE Z|Hto 2 > '_Tl._-lo check schedullng = /|E Lll_l- SE2H=E T
—
N Nagios Core on 192,160 x
C | ® 192.168.248.101/nagios/ ? ¥
= SWSEF cassandra @& CI=2En
- = Check Scheduling Queue
a 9 ' o s Last Updated: Fri Aug 4 16:07:39 KST 2017
—_— Updated every 90 seconds
Nagios® Core™ 4.3.2 - www.nagios.org
General Logged in as nagiosadmin
Home
Documentation Entries sorted by next check time (ascending)
Current Status - R - - - _ _
Host ®* & Service *% LastCheck *& Next Check *& Type Active Checks Actions
Tactical Overview e e
ot Sistaab dueg localhost PING 08-04-2017 16:03:38 08-04-2017 16:08:38 Normal xX ©
gost_s localhost Root Partition 08-04-2017 16:04:15 08-04-2017 16:09:15 Normal x O
ervices
Host Groups localhost SSH 08-04-2017 16:04:53 08-04-2017 16:09:53 Normal xX O
2Lr'irgmary localhost Swap Usage 08-04-2017 16:05:30 08-04-2017 16:10:30 Normal x O
se"s";‘r::m‘-;'s“l"s locaihost HTTP 08-04-2017 16:06:00 08-04-2017 16:11:00 Normal xX ©
Grid localhost Total Processes 08-04-2017 16:06:08 08-04-2017 16:11:08 Normal xX O
Problems
Services (Unhandled) localhost Current Load 08-04-2017 16:06:45 08-04-2017 16:11:45 Normal xX ©
Hosts (Unhandied) = ==
Network Outages localhost Current Users  08-04-2017 16:07:23 08-04-2017 16:12:23 Normal x O
Quick Search: localhost 08-04-2017 16:07:29 08-04-2017 16:12:33 Normal [ENABLED | X O
Reports
Availability
Trends (Legacy)
Alerts
History
Summary
Histogram (Legacy)
Notifications
Event Log
System
Comments
Downtime
Process Info
I Scheduling Queue I
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M5 =Xt
1. CfIH| 2=7H
2. Add the epel repository
3. Install nrpe and nagios-plugins
4. Configure Nagios Client and Start nrpe service on client
5. Add the clients in the configuration file on Nagios server
6. Create a servers directory and configure file
7. Refresh nagios admin console in the browser
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6.1 Of| & 27

Z O|Hl= NagiosE& A&t of2{ Cie| MHE HZSI DL EHYY = YLK FE5l= AS
SHZ St}

‘d50| =EE[0{oF & MO ClientE 2XISHM Nagios MHZ HE5H= Y4 S AHE

NrpeS ALE50] M7t A0 A= 23EES A5t ZulE TS 2= HE
= n

-> nrpe : ¥4 MHE ZUHZ & 5 Ak ZLEHZ g MHO| nrpe.cfg

os &4d ¢

- Nagios server ( 2tAl AX|$F NagiosZ AFESH7| 20 EX|0H 2 MEFSICE )
Operating system : CentOS Linux release 7.3.1611 (Core)
IP Address : 192.168.248.104/22

- Nagios client
Operating System : CentOS Linux release 7.3.1611 (Core)
IP Address : 192.168.248.103/22

-34- OPEND?



6. =0l

6.2 Add the epelrepository

add the epel repository and install nrpe, nagios-plugins
@ 34 CentOS2t Red Hat Enterprise Linux2| M& A0 ZaE|X| Q2
EPEL repositoryS A X|HCt,

- yum install epel-release —y

[root@localhost ~]# yum install epel-release
Loaded plugins: fastestmirror, langpacks
Loading mirror speeds from cached hostfile

* base: ftp.daumkakao.com

* extras: ftp.daumkakao.com

* updates: ftp.daumkakao.com

Resolving Dependencies

--> Running transaction check

---> Package epel-release.noarch ©:7-9 will be installed
--> Finished Dependency Resolution

7[R S 2KI57| 78l

(B2 -35-
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6.3 Install nrpe and nagios-plugins

install nrpe, nagios-plugins
@ ZL|E{Z & Nagios clientE F7t5tCt,
@ nrpe2t nagios-plugins= monitoring targetOl| =7t5t7| {8 ESICt.
- yum install nrpe nagios-plugins nagios-plugins-users nagios-plugins-load nagios-plugins-

swap nagios-plugins-disk nagios-plugins-procs -y

[root@localhost ~]# yum install nrpe naglos-plugins naglos-plugins-users naglos-plugins-load naglos-plugins-swap nagios-plugins-disk naglos-plugins-procs
Loaded plugins: fastestmirror, langpacks
Loading mirror speeds from cached hostfile

* base: ftp.daumkakao.com

* epel: mirror.premi.st

* extras: ftp.daumkakao.com
* updates: ftp.daumkakao.com
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6.4 Configure Nagios Client and Start nrpe service on client

Configure nagios client
@ /etc/nagios/nrpe.cfg IS EESID Nagios server IP FAE F=
- vi /etc/nagios/nrpe.cfg
- allowed_hosts = 127.0.0.1 192.168.248.104 (Nagios server IP)

[root@localhost ~]# vi /etc/nagios/nrpe.cfg
[root@localhost ~]#

allowed_hosts=127.0.6.1,192.168.248.104

@ clientO| A nrpe MH|AE MARRSICY

- systemctl restart nrpe.service

[root@localhost ~]# systemctl restart nrpe.service
[root@localhost ~]#

(B2 837
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6.5 Add the clients in the configuration file on Nagios server

o
« Add the clients in the configuration file on Nagios server
@ Nagios server (192.168.248.104)0| A{ A H I A0 client =7}$HC}
- vi /usr/local/nagios/etc/nagios.cfg

- cfg_dir=/usr/local/nagios/etc/servers <- T4 X7 tCt.

[root@localhost ~]# vi /usr/local/nagios/etc/nagios.cfg
[root@localhost ~]#

ctfg dir=/usr/local/nagios/etc/servers

#cfg_dir=/usr/local/nagios/etc/printers
#cfg_dir=/usr/local/nagios/etc/switches
#cfg_dir=/usr/local/nagios/etc/routers

Nagios
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6.6 Create a servers directory and configure file

_—
« Create a servers directory and configure file

@ /usr/local/nagios/etc/ O servers 2t= directoryS 4 dSICt

- mkdir /usr/local/nagios/etc/servers

@ config fileS W&ot 5, ZLHE & client T2 E YOI

- vi /usr/local/nagios/etc/servers/client.cfg

[root@localhost ~]# vi /usr/local/nagios/etc/servers/client.cfg

- define host{

define host{

use host_na linux-server use linux-server
me alias schoi (AFEAFRIQ)) host_name schoi
address max_check schoi (AFEXF Q) address 192.168.248.103
_attempts check_pe 192.168.248.103 (client IP) |ttt o
riod notification_int 5 notification_interval 3@
o pe . notification_period 24x7
erval notification_p 24x7 }
eriod 30
} 24X7

@ Nagios AH THARISICE

- systemctl restart nagios [root@localhost ~]# systemctl restart nagios

(B2 B0 - Or=nNUP
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6.7 Refresh nagios admin console in the browser(1/2)

-
« Refresh nagios admin console in the browser
- HEIR X E 0|83} http://192.168.248.104(serverlP)/nagios <%t}

v Network Map for All Hosts

Nagios’

General

Home
Documentation

_— 7| & nagios 2} HO|LC},

Current Staws
Tactical Overview 5
Map (Legacy) Nagios Process
Hosts
Services
HostGroups
Summary
Grid
Service Groups
Summary
Grid
Problems
Senvices Y
(Unhandled) - o v Network Map for All Hosts 3
Hosts (Unhandled) N —
s agios
Quick Search:
General
Home
Reports 3] Documentation
Availability 8 Current Status
Trends  (Legacy) < - -
Alerts 3 _..Tactical Overview
Distory ...Map  (Legacy)
Summary Hosts
Histogram (Legacy) Services
Host Groups
Summary
Grid [N
Service Groups
Summary
Grid ¢ Nagios Process =
Problems schoi @ @ localhost
Senices
. =< -l = . . n1 m—TC)
Cllent | 7I-°I—|. TI nagIOS 2 |_0 E . Hosts(ynhandred)
Network Outages
lick Search:
H =< 1 o 3lo [ Quic
schoi host 7t 7} A S =l 7}53tiL}.
Reports
Availability ¥
Trends  (Legacy) =
Alerts S
i ~
History 'm
Summary S
Histogram (Legacy) E
Notifications
EventLog
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6.7 Refresh nagios admin console in the browser(2/2)

-

« Refresh nagios admin console in the browser

- B3R X E 0|238}0 Host Statue S 21& = UL}

N s ® Current Network Status Host Status Totals Service Status Totals

a g ' OS baz‘ Upc;:lated: 'v;%n Aug 7d18351109 KST 2017 Up Down Unreachable Pending Ok Warning Unknown Critical Pending

———; pdated every seconds =

Nagios® Core™ 4.3 .4 - www.nagios.org [ 0 ” 0 ” 0 | I 1 “ 0 ” 0 ” 0 l

General Logged in as nagiosadmin All Problems All Types All Problems All Types
Home A View Service Status Detail For All Host Groups l s ” - | I L ”7 . l
Documentation View Status Overview For All Host Groups

View Status Summary For All Host Groups
Current Status View Status Grid For All Host Groups
Tactical Overview Host Status Details For All Host Groups
_ [Legacy)
ces Limit Resutts: 100 v
Hogtuﬁ::’r:g’; Host *¥ Staws *¥ Last Check *¥ Duration *¥ Status Information
Grid localhost B upP 08-07-2017 18:48:28 0d 1h 9m 48s PING OK - Packet loss = 0%, RTA = 0.04 ms
Service Groups schoi B ow 08-07-2017 18:48:27 0d Oh 28m 2s+ PING OK - Packet loss = 0%, RTA = 0.61ms
Summary
Grid
Problems Results 1 - 2 of 2 Matching Hosts
Senices
(Unhandled)
Hosts (Unhandled)
Network Outages
Quick Search:
Reports _:_
Availability S
Trends (Legacy) Q
Alerts =
History k ¥
Summary
Histogram (Legacy)

Notifications
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7. FAQ

1 MXIA libexe/ A | E 2|7 IE| 1M, Z2{0915.2 MK ofC|of
&

Q S22 Nagios2| B ZEME 2 H{f 2 £, Nagios =
CHR 2 =80 MX|s{oFghL|C},

=230 Ot 2 E & 3 ( http://www.nagios.org/download )

- BX|A etc/ ME CIHEC| 7t S| QACHH?
&

Q =
o

Mo 2 AX| =l HEfO|H, etc/ ME CIAEE|= 'm
O 2 HHE|X] RELICH NagiosE ?%H £

= == =

= =
ABICHH, ‘make install-config’ @& A2 5™

ake install=S &

HE MX OIS MX|S

ol 7| &

ol
A H

L|77f?

SRR L

if|
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PHP

Cross-platform

NNTP

NNTP(Network

N
T 87| fet 9 S ot ZR2EZ0|L

PHP(Hypertext Preprocessone= HE4S X|
A3 EHE 20z g 7fE 8 HTMLY
PHP= 338 = CIHL|0]A T4 9|
HE T2 U AR AMBE = ol Jd2fT ofE2(A ol
2 = Uk

PHP= PHP ALE &{7tA Q| #E 2 mel HE|=E XtF A
AHE 37t = PHPEFE EHOQ| ARG XMiote F&= Ad82
20l GNU 28t 35 ALE & 7tA Qf D SHe|X| =L

=
¢
o
m
|El
r
m
i

9 0fX| 2t PHP
Fx|2 97|

w m
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T2 F MK, AFE oo, Z2aefY Aof, AFEE 2T EQ0f 50
o2 SF2 ARH SAFM 4 5= Att= A= Zot= 0L
A2A EHFE S8 Z2OAU2 = 0|2 EHSUM 2 &+ A1, 0|8
ot SR 2ZEQ0 = BE[ZHT 2T EQ 02t a1 ST}
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